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RECOMMENDATION BY THE PROGRAM ADVISORY COMMITTEE

PORTAGE LAKES JOINT VOCATIONAL SCHOOL DISTRICT

Cyber Academy

The advisory committee for the Cyber Academy Program at the Portage Lakes Career Center has

reviewed this course of study and recommends it for use as the foundation for instruction in classroom

and laboratory experiences.  The developers of the course of study have considered local labor market

needs and the school district’s ability to offer specialized programs.

The competencies found in the scope and sequence for this program have been reviewed and modified

as congruent with Ohio Department of Education competencies, the district’s philosophy and student

assessment measures.  Additional competencies related to the field may have been incorporated.

We believe that this course of study adequately and correctly focuses on the development of the

knowledge, skills, attitudes, and values critical to successful employment in the multiple career fields

available to students.

The Cyber Academy Program advisory committee recommended this for approval in November 2022.





DISTRICT PHILOSOPHY

PORTAGE LAKES JOINT VOCATIONAL SCHOOL DISTRICT

The Board of Education of the Portage Lakes Joint Vocational School District believes in maintaining a

stimulating educational environment that is conducive to providing the highest quality career-technical

skill training and meeting the intellectual pursuits of each individual student.  The objective of the

district’s educational philosophy is to prepare each person to be a responsible and productive member

of our democratic society.

In the application of this philosophy, the Board of Education believes the instructional program should be

designed to provide the student every available opportunity to further develop the skills, interests,

abilities, and attitudes acquired by that person in earlier school years.  It is the opinion of the Board of

Education that constant attention must be given to appropriately expanding career-technical programs

and academic courses, updating classroom equipment, and ensuring the instructor’s knowledge in

academic and career-technical trends.

The Board of Education adheres to the principle that what is considered valuable and appropriate

learning be determined within the scope of state law and the prerogative of the citizens of the

community working in conjunction with members of the Board.

Instructional techniques will be employed which prepare a student to be gainfully employed in a

program field and/or enrolled in an institution of higher education.  The student will be taught to have

respect for the discipline of work and to practice appropriate personal safety measures.

The Board of Education believes that by following the district philosophy, students will take pride in

personal achievement, proper conduct, and believe that education is an ongoing process that continues

throughout one's lifetime.



DISTRICT GOALS

CURRICULUM AND INSTRUCTION

To ensure that curriculum and instruction meet student needs, the district will:

• continually update courses of study to reflect state of the art competencies

• provide for the use of current technology to aide instructional delivery

• utilize state and national best practices in the curriculum and instruction process

PROFESSIONAL GROWTH/STAFF MORALE/ADMINISTRATIVE SUPERVISION

To promote staff and administrative involvement in the educational process, the district will:

• assist staff in developing individual professional goals

• provide opportunities to improve staff morale

• provide opportunities for professional development through in-service activities

PUBLIC RELATIONS AND COMMUNICATIONS

To promote a positive image of the career center and the value of career-technical training, the district

will:

• strengthen communication with advisory committees

• expand and improve communication with home school district and other contiguous districts

• review and expand recruitment activities

• be sensitive to enrollment issues and program expansion

FINANCE

To develop long-range fiscal planning, the district will:

• maximize state and local funding resources

• research alternate funding sources, including grants

• continue to improve operational methods to allow for increased efficiency

FACILITIES AND GROUNDS

To maintain a sound physical plant, the district will:

• review and evaluate preventative maintenance

• develop a long-range maintenance replacement plan

• update program equipment to meet program and labor market needs



PROGRAM PHILOSOPHY

PORTAGE LAKES JOINT VOCATIONAL SCHOOL DISTRICT

Cyber Academy

We believe students educated in information technology will have the leading edge for new demands

and challenges in the emerging new economy.  The Cyber Academy program will focus on network

analysis, planning and implementation; including design, installation, maintenance and management of

network systems.

The Cyber Academy program creates a seamless pathway for secondary, post-secondary and

occupational experience.  Cyber Academy students experience a common core of mathematics, science,

communications, and technology competencies which lead to a degree or a certificate in specific fields.

Collaborating with partners from education and business, this program will lead to employable technical

skills, which emphasize teamwork, hand-on computer skills, critical thinking and problem solving skills.

Students in the Cyber Academy program will receive training in today’s newest technologies and receive

the academic foundation they need to meet post-secondary educational and future workforce needs.

 



PROGRAM GOALS

Cyber Academy

The goals of the Cyber Academy Program are the following:

1.      Develop competencies in the following units in order to prepare students for industry certification,

further their education and gainful employment.

• Information Technology (IT) Basics

• Operating Systems

• Computer User Support

• Application Development Life Cycle

• Hardware Design, Operation, and Maintenance

• Fundamentals of Electronics Technology

• Networking

• Network Architectures

• Network Operating Systems

• Wide-Area Networks

• Network Management

• Security Fundamentals

• Secure Network Management

• Wireless

• Telecommunications

• Information Systems (IS) Theory

• Database Administration

• Data Warehousing

• Business Processes For IT Professionals

• Law and Legal Issues

• Technical Writing and Documentation

• Basic Business Concepts

• Windows System Administration

2.      Strong and dependable work ethic by providing structure throughout the course.

3.      Leadership skills through active participation in student organizations such as Business

Professionals of America.

4.      Student competency in academic areas of business, communications, mathematics, and English.

5.      Employability and entrepreneurship competencies that will provide the opportunity to enter and

advance in an ever changing workplace.

6.      Decision making skills and apply problem solving techniques in the workplace through practical

application and on-the-job work experience.

7.      Engage in creative activities to solve difficult situations in creative thinking.

8.      Provide opportunities conducive to social adjustment and growth.



9.      Develop safe work habits.

10.    Develop a sense of professionalism.

11.    Gain industry certifications.

12.    Adhere to the highest ethical and moral standards.

13.    Gain the necessary traits to understand and accept diversity.

14.    Develop teamwork and communication skills.



PROGRAM STANDARDS

Portage Lakes Career Center’s Cyber Academy program follows the Ohio Department of

Education’s (ODE) approved Information Technology Career Field Technical Content Standards

located via the link below and referred to in the forthcoming Scope and Sequence for the

courses specifically chosen in the Building Trades program.

ODE updated the Information Technology Career Field Technical Course Content Standards in

2018.

Information Technology Career Field Technical Course Content Standards

https://education.ohio.gov/getattachment/Topics/Career-Tech/Information-Technology-Career-Field/IT_Standards_No-DOK-20180810.pdf.aspx?lang=en-US


SCOPE AND SEQUENCE

Computer Hardware

Subject Code:  145025

Outcome & Competency Descriptions

Course Description:

Students will learn to install, repair, and troubleshoot computer hardware systems. They will perform

preventative maintenance practices and learn techniques for maintaining computer hardware security.

Communication skills and professionalism in troubleshooting situations will be emphasized.

Strand 2.   IT Fundamentals

Learners apply fundamental principles of IT, including the history of IT and its impact on society, common

industry terms, systems theory, information storage and retrieval, database management, and computer

hardware, software, and peripheral device configuration and installation. This base of knowledge and

skills may be applied across the career field.

Outcome:  2.1. Security, Risks, and Safeguards

Describe the need for security and explain security risks and security safeguards.

Competencies

2.1.2. Describe authentication, authorization, and auditing.

2.1.3. Describe multilevel security.

2.1.4. Identify security risks and describe associated safeguards and methodologies (e.g., auditing).

2.1.5. Describe major threats to computer systems (e.g., insider threats, viruses, worms, spyware,

ransomware, spoofing, hacking, social engineering, phishing).

2.1.6. Describe the components of the physical environment (e.g., wiring closets, server rooms) and

physical security systems.

2.1.7. Describe the need for security in networking (e.g., firewall, access controls, encryption,

demilitarized zone).

2.1.8. Describe the need for security in application development.

2.1.9. Track and catalog physical assets.

2.1.10. Describe computer forensics, its importance in information security and cybersecurity, and its

relevance to law enforcement.

2.1.11. Identify the need for personal security in digital information and describe how personal

information can be safeguarded.

2.1.12. Practice information security per job requirements.

2.1.13 Describe privacy security compliance on systems (e.g., Health Insurance Portability and

Accountability Act [HIPAA], Payment Card Industry [PCI], Sarbanes Oxley Act [SOX], Americans with

Disabilities Act [ADA], General Data Protection Regulation [GDPR], European Union Data Protection

Regulation [EUDPR]).

Outcome:  2.2. Networking Fundamentals



Apply networking fundamentals to infrastructure systems.

Competencies

2.2.1. Differentiate between Local Area Networks (LANs), Wide Area Networks (WANs), Wireless Local

Area Networks (WLANs), and Near Field Communication (NFC).

2.2.2. Select the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies (e.g.,

star, ring, tree, network, mesh, irregular) and broadband and baseband transmission methods.

2.2.3. Select network storage techniques (e.g., fiber channel, Internet Small Computer System Interface

[iSCSI], Fiber Channel over Ethernet [FCoE], Serial Attached SCSI [SAS], Network File Systems [NFS],

Network Attached Storage/Server Message Blocks [NAS/SMB]).

2.2.4. Differentiate between the Internet, intranets, and extranets.

2.2.5. Identify and apply Transmission Control Protocol and Internet Protocol (TCP/IP), Internet

Protocol Version 4 (IPv4), Internet Protocol Version 6 (IPv6) applications and services (e.g., rlogin, Simple

Mail Transfer Protocol [SMTP], Telecommunications Network [Telnet], File Transfer Protocol [FTP],

Domain Name System [DNS], Network File System [NFS], Voice over Internet Protocol [VoIP], Internet

Control Message Protocol [ICMP]).

2.2.6. Differentiate between cable types (e.g., fiber optic, twisted pair, coaxial) and interfaces.

2.2.7. Identify the top-level domains (e.g., .gov, .com, .edu).

2.2.8. Describe the characteristics and uses of networks, network devices, and components (e.g., hubs,

switches, routers, firewalls).

Outcome 2.4.   Emerging Technologies

Identify trending technologies, their fundamental architecture, and their value in the marketplace.

Competencies

2.4.1. Investigate the scope and the impact of mobile computing environments on society.

2.4.2. Describe the differences, advantages, and limitations of cloud computing (e.g., public cloud,

private cloud, hybrid cloud) and on premises computing.

2.4.3 Utilize cloud computing applications (e.g., services, applications, virtual environments).

2.4.4 Describe emerging technologies (e.g., Bring your Own Device [BYOD], Services Virtualization,

Augmented Reality [AR], SMART Devices, Additive Manufacturing [3D Printing]).

Outcome:  2.6. Install and Configuration

Install and configure hardware and software.

Competencies

2.6.1. Comply with license agreements for software and hardware and describe the consequences of

noncompliance.

2.6.2. Identify hardware requirements for software applications.

2.6.3. Verify software compatibility and troubleshoot any software incompatibility.

2.6.4. Install and test new software and software upgrades on stand-alone, mobile, and networked

systems.



2.6.5. Preserve, convert, or migrate existing data files to a new format.

2.6.6. Determine compatibility of software and hardware and resolve any conflicts.

2.6.7. Install and test hardware peripherals.

2.6.8. Document installation, configuration, and compatibility of hardware and software.

Outcome:  2.10.  Equipment

Select, operate, and maintain equipment.

Competencies

2.10.1. Identify hardware platforms, configurations, and support models.

2.10.2. Identify processor, memory, storage, power and environmental requirements.

2.10.3. Identify architecture requirements.

2.10.4. Identify software application requirements.

2.10.5. Prepare and operate equipment per project design specifications.

2.10.6. Monitor equipment operation and troubleshoot issues and problems.

2.10.7. Backup, restore, test, archive, and manage data.

2.10.8. Prepare equipment for storage or decommissioning.

2.10.9. Perform routine maintenance per manufacturer specifications.

Outcome:  2.11.  Troubleshooting

Select and apply troubleshooting methodologies for problem solving.

Competencies

2.11.1. Identify the problem.

2.11.2. Select troubleshooting methodology (e.g., top down, bottom up, follow the path, spot the

differences).

2.11.3. Investigate symptoms based on the selected methodology.

2.11.4. Gather and analyze data about the problem.

2.11.5. Design a solution.

2.11.6. Test a solution.

2.11.7. Implement a solution.

2.11.8. Document the problem and the verified solution.

Outcome:  2.12.  Performance Tests and Acceptance Plans

Develop performance tests and acceptance plans.

Competencies

2.12.1. Create a written procedure agreed by the stakeholders and project team for determining the

acceptability of the project deliverables.

2.12.2. Develop a test system that accurately mimics external interfaces.

2.12.3. Develop test cases that are realistic, compare with expected performance, and include targeted

platforms and device types.



2.12.4. Develop, perform, and document usability and testing integration.

2.12.5. Make corrections indicated by test results.

2.12.6. Seek stakeholder acceptance upon successful completion of the test plan.

Outcome:  2.13.  Rollout and Handoff

Plan rollout and facilitate handoff to customers.

Competencies

2.13.1. Include overall project goals and timelines in the rollout plan.

2.13.2. Communicate rollout plans to key stakeholders in a timely manner.

2.12.3. Conduct final review and approvals according to company standards.

2.13.4. Identify support staff, training needs, and contingency plans in the rollout plan.

2.13.5. Test delivered application to assure that it is fully functional for the customer or user and meets

all requirements.

2.13.6. Deliver support and training materials.

Strand 3.  Information Security

Learners apply principles of information security to implement and maintain security compliance and

network security. Learners select components and mechanisms required for a multilayer defense

structure and evaluate and minimize security risks to wired and wireless networks and devices.

Outcome:  3.51.  Wireless Security

Implement secure wireless networks.

Competencies

3.5.1. Describe wireless security risks (e.g., unauthorized access) and how to mitigate them.

3.5.2. Compare methods of increasing the security of wireless networks and devices (e.g., Media

Access Control [MAC] address filtering, Wi-Fi Protected Access [WPA], 802.1x, Remote Authentication

Dial In User Service [RADIUS]).

3.5.3. Identify security enhancements provided by Institute of Electrical and Electronics Engineers

(IEEE).

3.5.4. Describe practices and policies for preventing and detecting installation of rogue networks.

3.5.5. Describe security practices and policies for personal devices.

3.5.6. Implement and test the security of a wireless network.

Strand 4.  Infrastructure Systems

Learners apply principles of networking and infrastructure related to the installation, administration, and

maintenance of computer networks and components. Knowledge and skills may be applied to network

connectivity, cabling, protocols, architecture, classification, topologies, operating systems, Open Systems

Interconnection (OSI) standards, data encoding, Quality of Service (QoS), Internet Protocol (IP)

addressing, and wide area network (WAN) design.



Outcome:  4.3. Network Media

Select, assemble, terminate, and test media.

Competencies

4.3.1. Identify the criteria used in selecting media (e.g., physical properties, transmission technologies,

transmission span, bandwidth, topology, security, noise immunity, installation considerations, cost).

4.3.2. Differentiate between media types (e.g., coaxial, twisted pair, fiber optic) and interfaces.

4.3.3. Compare media categories (e.g., single mode, multimode, CAT5, CAT5E, CAT6+).

4.3.4. Describe types of media connectors (e.g., Bayonet Neill-Concelman [BNC], Registered Jack

[RJ]-45, LC, ST) and grounding techniques.

4.3.5. Identify media standards (e.g., American National Standards Institute [ANSI], Electronic

Industries Alliance/Telecommunications Industry Association [EIA/TIA]-568, EIA/TIA-568A and 568B).

4.3.6. Identify the advantages and disadvantages of cabling systems.

4.3.7. Describe typical problems associated with cable installation.

4.3.8. Assemble and test Ethernet cable (e.g., straight-through, crossover, loopback).

Outcome:  4.13.  Disaster Recovery

Recommend disaster recovery and business continuity plans.

Competencies

4.13.1. Differentiate between disaster recovery and business continuity.

4.13.2 Identify common backup devices.

4.13.3 Identify the criteria for selecting a backup system.

4.13.4 Establish a process for archiving files.

4.13.5 Develop a disaster recovery plan.



Computer Software

Subject Code:  145030

Outcome & Competency Descriptions

Course Description:

Students will apply knowledge and skills of commercial and open source operating systems in portable,

stand alone, and networked devices. Students will install a variety of operating systems manually and

using remote assistance. They will learn to configure, modify, and troubleshoot operating systems.

Desktop virtualization, system security, and operating system history will be addressed.

Strand 2.  IT Fundamentals

Learners apply fundamental principles of IT, including the history of IT and its impact on society, common

industry terms, systems theory, information storage and retrieval, database management, and computer

hardware, software, and peripheral device configuration and installation. This base of knowledge and

skills may be applied across the career field.

Outcome:  2.1. Security, Risks, and Safeguards

Describe the need for security and explain security risks and security safeguards.

Competencies

2.1.1 Explain the need for confidentiality, integrity, and availability (CIA) of information.

2.1.2. Describe authentication, authorization, and auditing.

2.1.3. Describe multilevel security.

2.1.4. Identify security risks and describe associated safeguards and methodologies (e.g., auditing).

2.1.5. Describe major threats to computer systems (e.g., insider threats, viruses, worms, spyware,

ransomware, spoofing, hacking, social engineering, phishing).

2.1.6. Describe the components of the physical environment (e.g., wiring closets, server rooms) and

physical security systems.

2.1.7. Describe the need for security in networking (e.g., firewall, access controls, encryption,

demilitarized zone).

2.1.8. Describe the need for security in application development.

2.1.9. Track and catalog physical assets.

2.1.10. Describe computer forensics, its importance in information security and cybersecurity, and its

relevance to law enforcement.

2.1.11. Identify the need for personal security in digital information and describe how personal

information can be safeguarded.

2.1.12. Practice information security per job requirements.

2.1.13 Describe privacy security compliance on systems (e.g., Health Insurance Portability and

Accountability Act [HIPAA], Payment Card Industry [PCI], Sarbanes Oxley Act [SOX], Americans with

Disabilities Act [ADA], General Data Protection Regulation [GDPR], European Union Data Protection

Regulation [EUDPR]).



Outcome:  2.2. Networking Fundamentals

Apply networking fundamentals to infrastructure systems.

Competencies

2.2.1. Differentiate between Local Area Networks (LANs), Wide Area Networks (WANs), Wireless Local

Area Networks (WLANs), and Near Field Communication (NFC).

2.2.2. Select the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies (e.g.,

star, ring, tree, network, mesh, irregular) and broadband and baseband transmission methods.

2.2.3. Select network storage techniques (e.g., fiber channel, Internet Small Computer System Interface

[iSCSI], Fiber Channel over Ethernet [FCoE], Serial Attached SCSI [SAS], Network File Systems [NFS],

Network Attached Storage/Server Message Blocks [NAS/SMB]).

2.2.4. Differentiate between the Internet, intranets, and extranets.

2.2.5. Identify and apply Transmission Control Protocol and Internet Protocol (TCP/IP), Internet

Protocol Version 4 (IPv4), Internet Protocol Version 6 (IPv6) applications and services (e.g., rlogin, Simple

Mail Transfer Protocol [SMTP], Telecommunications Network [Telnet], File Transfer Protocol [FTP],

Domain Name System [DNS], Network File System [NFS], Voice over Internet Protocol [VoIP], Internet

Control Message Protocol [ICMP]).

2.2.6. Differentiate between cable types (e.g., fiber optic, twisted pair, coaxial) and interfaces.

2.2.7. Identify the top-level domains (e.g., .gov, .com, .edu).

2.2.8. Describe the characteristics and uses of networks, network devices, and components (e.g., hubs,

switches, routers, firewalls).

Outcome 2.4.  Emerging Technologies

Identify trending technologies, their fundamental architecture, and their value in the marketplace.

Competencies

2.4.1. Investigate the scope and the impact of mobile computing environments on society.

2.4.2. Describe the differences, advantages, and limitations of cloud computing (e.g., public cloud,

private cloud, hybrid cloud) and on premises computing.

2.4.3 Utilize cloud computing applications (e.g., services, applications, virtual environments).

2.4.4 Describe emerging technologies (e.g., Bring your Own Device [BYOD], Services Virtualization,

Augmented Reality [AR], SMART Devices, Additive Manufacturing [3D Printing]).

Outcome 2.5.  Maintain operating systems

Maintain Operating Systems (OSs).

Competencies

2.5.1. Compare Operating Systems for computer hardware (e.g. personal computers, servers,

mainframes, and mobile devices).

2.5.2. Describe virtual machines and why they are used

2.5.3. Identify the properties of open and proprietary systems.

2.5.4. Maintain file structures in Operating Systems.



2.5.5. Use system utilities to maintain an Operating Systems.

2.5.6. Describe Operating System interfaces (e.g., command line, Graphic User Interface [GUI]).

2.5.7. Install and test updates and patches to Operating Systems.

Outcome:  2.6. Installation and Configuration

Install and configure hardware and software.

Competencies

2.6.1. Comply with license agreements for software and hardware and describe the consequences of

noncompliance.

2.6.2. Identify hardware requirements for software applications.

2.6.3. Verify software compatibility and troubleshoot any software incompatibility.

2.6.4. Install and test new software and software upgrades on stand-alone, mobile, and networked

systems.

2.6.5. Preserve, convert, or migrate existing data files to a new format.

2.6.6. Determine compatibility of software and hardware and resolve any conflicts.

2.6.7. Install and test hardware peripherals.

2.6.8. Document installation, configuration, and compatibility of hardware and software.

Outcome:  2.10.  Equipment

Select, operate, and maintain equipment.

Competencies

2.10.1. Identify hardware platforms, configurations, and support models.

2.10.2. Identify processor, memory, storage, power and environmental requirements.

2.10.3. Identify architecture requirements.

2.10.4. Identify software application requirements.

2.10.5. Prepare and operate equipment per project design specifications.

2.10.6. Monitor equipment operation and troubleshoot issues and problems.

2.10.7. Backup, restore, test, archive, and manage data.

2.10.8. Prepare equipment for storage or decommissioning.

2.10.9. Perform routine maintenance per manufacturer specifications.

Outcome:  2.11.  Troubleshooting

Select and apply troubleshooting methodologies for problem solving.

Competencies

2.11.1. Identify the problem.

2.11.2. Select troubleshooting methodology (e.g., top down, bottom up, follow the path, spot the

differences).

2.11.3. Investigate symptoms based on the selected methodology.

2.11.4. Gather and analyze data about the problem.



2.11.5. Design a solution.

2.11.6. Test a solution.

2.11.7. Implement a solution.

2.11.8. Document the problem and the verified solution.

Outcome:  2.12.  Performance Tests and Acceptance Plans

Develop performance tests and acceptance plans.

Competencies

2.12.1. Create a written procedure agreed by the stakeholders and project team for determining the

acceptability of the project deliverables.

2.12.2. Develop a test system that accurately mimics external interfaces.

2.12.3. Develop test cases that are realistic, compare with expected performance, and include targeted

platforms and device types.

2.12.4. Develop, perform, and document usability and testing integration.

2.12.5. Make corrections indicated by test results.

2.12.6. Seek stakeholder acceptance upon successful completion of the test plan.

Outcome:  2.13.  Rollout and Handoff

Plan rollout and facilitate handoff to customers.

Competencies

2.13.1. Include overall project goals and timelines in the rollout plan.

2.13.2. Communicate rollout plans to key stakeholders in a timely manner.

2.12.3. Conduct final review and approvals according to company standards.

2.13.4. Identify support staff, training needs, and contingency plans in the rollout plan.

2.13.5. Test delivered application to assure that it is fully functional for the customer or user and meets

all requirements.

2.13.6. Deliver support and training materials.

Strand 3.  Information Security

Learners apply principles of information security to implement and maintain security compliance and

network security. Learners select components and mechanisms required for a multilayer defense

structure and evaluate and minimize security risks to wired and wireless networks and devices.

Outcome:  3.1.1  Components of Information Security

Describe the components associated with information security systems.

Competencies

3.1.1. Differentiate between authentication and authorization.

3.1.2. Compare authentication techniques (e.g. single factor, multifactor, passwords, biometrics,

certificates, Radio Frequency Identification [RFID] cards).



3.1.3. Compare methods of achieving information assurance and integrity and confidentiality (e.g.

digital signatures, digital certifications, hashing algorithms, encryption).

3.1.4. Describe Virtual Private Networks (VPNs) using tunneling protocols (e.g., Layer 2 Tunneling

Protocol [L2TP], Secure Socket Tunneling Protocol [SSTP], Point-to-Point Tunneling Protocol [PPTP]) and

encrypting techniques).

3.1.5. Discuss the role of certificate authorities (CAs) and Public Key Infrastructure (PKI).

Outcome:  3.2. General Security Compliance

Implement and maintain general security compliance.

Competencies

3.2.1. Identify and implement data and application security (e.g., tape, disk, cloud).

3.2.2. Implement backup and verification procedures (e.g., tape, disk, cloud).

3.2.3. Describe and assign permissions (e.g., read-only, read-write).

3.2.4. Provide user authentication (e.g., assign and reset user accounts and passwords).

3.2.5. Install, test, implement, and update virus and malware detection and protection software.

3.2.6 Identify sources of virus and malware infection and remove viruses and malware.

3.2.7. Provide documentation, training, and support to users on established security procedures.

3.2.8. Identify the need for disaster recovery policies and procedures.

Outcome:  3.4. Multilayer Defense Structure

Explain information technology mechanisms as they apply to a multilayer defense structure.

Competencies

3.4.1. Describe available systems for intrusion prevention, detection, and mitigation.

3.4.2. Review system log files to identify security risks.

3.4.3. Compare network analysis software (e.g., network analyzer) and hardware tools to identify

security risks and vulnerabilities.

3.4.4. Identify the components of human security (e.g., social engineering) and techniques to mitigate

human security threats (e.g., policies, procedures, training).

Outcome:  3.5. Wireless Security

Implement secure wireless networks.

Competencies

3.5.1. Describe wireless security risks (e.g., unauthorized access) and how to mitigate them.

3.5.2. Compare methods of increasing the security of wireless networks and devices (e.g., Media

Access Control [MAC] address filtering, Wi-Fi Protected Access [WPA], 802.1x, Remote Authentication

Dial In User Service [RADIUS]).

3.5.3. Identify security enhancements provided by Institute of Electrical and Electronics Engineers

(IEEE).

3.5.4. Describe practices and policies for preventing and detecting installation of rogue networks.



3.5.5. Describe security practices and policies for personal devices.

3.5.6. Implement and test the security of a wireless network.

Strand 4.  Infrastructure Systems

Learners apply principles of networking and infrastructure related to the installation, administration, and

maintenance of computer networks and components. Knowledge and skills may be applied to network

connectivity, cabling, protocols, architecture, classification, topologies, operating systems, Open Systems

Interconnection (OSI) standards, data encoding, Quality of Service (QoS), Internet Protocol (IP)

addressing, and wide area network (WAN) design.

Outcome:  4.3. Network Media

Select, assemble, terminate, and test media.

Competencies

4.3.1. Identify the criteria used in selecting media (e.g., physical properties, transmission technologies,

transmission span, bandwidth, topology, security, noise immunity, installation considerations, cost).

4.3.2. Differentiate between media types (e.g., coaxial, twisted pair, fiber optic) and interfaces.

4.3.3. Compare media categories (e.g., single mode, multimode, CAT5, CAT5E, CAT6+).

4.3.4. Describe types of media connectors (e.g., Bayonet Neill-Concelman [BNC], Registered Jack

[RJ]-45, LC, ST) and grounding techniques.

4.3.5. Identify media standards (e.g., American National Standards Institute [ANSI], Electronic

Industries Alliance/Telecommunications Industry Association [EIA/TIA]-568, EIA/TIA-568A and 568B).

4.3.6. Identify the advantages and disadvantages of cabling systems.

4.3.7. Describe typical problems associated with cable installation.

4.3.8. Assemble and test Ethernet cable (e.g., straight-through, crossover, loopback).

Outcome:  4.13.  Disaster Recovery

Recommend disaster recovery and business continuity plans.

Competencies

4.13.1. Differentiate between disaster recovery and business continuity.

4.13.2. Identify common backup devices.

4.13.3. Identify the criteria for selecting a backup system.

4.13.4. Establish a process for archiving files.

4.13.5. Develop a disaster recovery plan.



Networking

Subject Code:  145035

Outcome & Competency Descriptions

Course Description:

Students will install, configure, and troubleshoot network hardware and peripherals. Students will learn

networking by exploring the OSI model, network topologies, and cabling. Students will design simple

networks, know how to select physical devices, and be able to configure the equipment. Knowledge and

skills relating to the operation and usage of network protocols will be developed.

Strand 2.  IT Fundamentals

Learners apply fundamental principles of IT, including the history of IT and its impact on society, common

industry terms, systems theory, information storage and retrieval, database management, and computer

hardware, software, and peripheral device configuration and installation. This base of knowledge and

skills may be applied across the career field.

Outcome:  2.1. Security, Risks, and Safeguards

Describe the need for security and explain security risks and security safeguards.

Competencies

2.1.1. Explain the need for confidentiality, integrity, and availability (CIA) of information.

2.1.2. Describe authentication, authorization, and auditing.

2.1.3. Describe multilevel security.

2.1.4. Identify security risks and describe associated safeguards and methodologies (e.g., auditing).

2.1.5. Describe major threats to computer systems (e.g., insider threats, viruses, worms, spyware,

ransomware, spoofing, hacking, social engineering, phishing).

2.1.6. Describe the components of the physical environment (e.g., wiring closets, server rooms) and

physical security systems.

2.1.7. Describe the need for security in networking (e.g., firewall, access controls, encryption,

demilitarized zone).

2.1.8. Describe the need for security in application development.

2.1.9. Track and catalog physical assets.

2.1.10. Describe computer forensics, its importance in information security and cybersecurity, and its

relevance to law enforcement.

2.1.11. Identify the need for personal security in digital information and describe how personal

information can be safeguarded.

2.1.12. Practice information security per job requirements.

2.1.13. Describe privacy security compliance on systems (e.g., Health Insurance Portability and

Accountability Act [HIPAA], Payment Card Industry [PCI], Sarbanes Oxley Act [SOX], Americans with

Disabilities Act [ADA], General Data Protection Regulation [GDPR], European Union Data Protection

Regulation [EUDPR]).



Outcome:  2.2. Networking Fundamentals

Apply networking fundamentals to infrastructure systems.

Competencies

2.2.1. Differentiate between Local Area Networks (LANs), Wide Area Networks (WANs), Wireless Local

Area Networks (WLANs), and Near Field Communication (NFC).

2.2.2. Select the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies (e.g.,

star, ring, tree, network, mesh, irregular) and broadband and baseband transmission methods.

2.2.3. Select network storage techniques (e.g., fiber channel, Internet Small Computer System Interface

[iSCSI], Fiber Channel over Ethernet [FCoE], Serial Attached SCSI [SAS], Network File Systems [NFS],

Network Attached Storage/Server Message Blocks [NAS/SMB]).

2.2.4. Differentiate between the Internet, intranets, and extranets.

2.2.5. Identify and apply Transmission Control Protocol and Internet Protocol (TCP/IP), Internet

Protocol Version 4 (IPv4), Internet Protocol Version 6 (IPv6) applications and services (e.g., rlogin, Simple

Mail Transfer Protocol [SMTP], Telecommunications Network [Telnet], File Transfer Protocol [FTP],

Domain Name System [DNS], Network File System [NFS], Voice over Internet Protocol [VoIP], Internet

Control Message Protocol [ICMP]).

2.2.6. Differentiate between cable types (e.g., fiber optic, twisted pair, coaxial) and interfaces.

2.2.7. Identify the top-level domains (e.g., .gov, .com, .edu).

2.2.8. Describe the characteristics and uses of networks, network devices, and components (e.g., hubs,

switches, routers, firewalls).

Outcome 2.4.   Emerging Technologies

Identify trending technologies, their fundamental architecture, and their value in the marketplace.

Competencies

2.4.1. Investigate the scope and the impact of mobile computing environments on society.

2.4.2. Describe the differences, advantages, and limitations of cloud computing (e.g., public cloud,

private cloud, hybrid cloud) and on premises computing.

2.4.3. Utilize cloud computing applications (e.g., services, applications, virtual environments).

2.4.4. Describe emerging technologies (e.g., Bring your Own Device [BYOD], Services Virtualization,

Augmented Reality [AR], SMART Devices, Additive Manufacturing [3D Printing]).

Outcome 2.7.   Web Architecture

Explain the fundamentals of delivering information and applications using web architecture.

Competencies

2.7.1. Describe methods of securely transmitting data.

2.7.3. Differentiate between a client and a server.

2.7.5. Explain the relationship between data transmission volumes, bandwidth, and latency.

2.7.6. Describe the characteristics and use of browser plug-ins.



Outcome:  2.9. Project Concept Proposal

Develop a project concept proposal.

Competencies

2.9.2. Determine the scope and purpose of the project.

2.9.3. Determine the target audience, client needs, expected outcomes, objectives, and budget.

2.9.4. Develop a conceptual model and design brief for the project.

2.9.5. Develop a timeline, a communication plan, a task breakdown, costs (e.g., equipment, labor),

deliverables, and responsibilities for completion.

2.9.6. Develop and present a comprehensive proposal to stakeholders.

Outcome:  2.10.  Equipment

Select, operate, and maintain equipment.

Competencies

2.10.1. Identify hardware platforms, configurations, and support models.

2.10.2. Identify processor, memory, storage, power and environmental requirements.

2.10.3. Identify architecture requirements.

2.10.4. Identify software application requirements.

2.10.5. Prepare and operate equipment per project design specifications.

2.10.6. Monitor equipment operation and troubleshoot issues and problems.

2.10.7. Backup, restore, test, archive, and manage data.

2.10.8. Prepare equipment for storage or decommissioning.

2.10.9. Perform routine maintenance per manufacturer specifications.

Outcome:  2.11.  Troubleshooting

Select and apply troubleshooting methodologies for problem solving.

Competencies

2.11.1. Identify the problem.

2.11.2. Select troubleshooting methodology (e.g., top down, bottom up, follow the path, spot the

differences).

2.11.3. Investigate symptoms based on the selected methodology.

2.11.4. Gather and analyze data about the problem.

2.11.5. Design a solution.

2.11.6. Test a solution.

2.11.7. Implement a solution.

2.11.8. Document the problem and the verified solution.

Outcome:  2.12.  Performance Tests and Acceptance Plans

Develop performance tests and acceptance plans.



Competencies

2.12.1. Create a written procedure agreed by the stakeholders and project team for determining the

acceptability of the project deliverables.

2.12.2. Develop a test system that accurately mimics external interfaces.

2.12.3. Develop test cases that are realistic, compare with expected performance, and include targeted

platforms and device types.

2.12.4. Develop, perform, and document usability and testing integration.

2.12.5. Make corrections indicated by test results.

2.12.6. Seek stakeholder acceptance upon successful completion of the test plan.

Outcome:  2.13.  Rollout and Handoff

Plan rollout and facilitate handoff to customers.

Competencies

2.13.1. Include overall project goals and timelines in the rollout plan.

2.13.2. Communicate rollout plans to key stakeholders in a timely manner.

2.12.3. Conduct final review and approvals according to company standards.

2.13.4. Identify support staff, training needs, and contingency plans in the rollout plan.

2.13.5. Test delivered application to assure that it is fully functional for the customer or user and meets

all requirements.

2.13.6. Deliver support and training materials.

Strand 3.  Information Security

Learners apply principles of information security to implement and maintain security compliance and

network security. Learners select components and mechanisms required for a multilayer defense

structure and evaluate and minimize security risks to wired and wireless networks and devices.

Outcome:  3.2. General Security Compliance

Implement and maintain general security compliance.

Competencies

3.2.1. Identify and implement data and application security.

3.2.2. Implement backup, restore, and verification procedures (e.g., tape, disk, cloud).

3.2.3. Describe and assign permissions (e.g., read-only, read-write).

3.2.4. Provide user authentication (e.g., assign and reset user accounts and passwords).

3.2.5. Install, test, implement, and update virus and malware detection and protection software.

3.2.6. Identify sources of virus and malware infection and remove viruses and malware.

3.2.7. Provide documentation, training, and support to users on established security procedures.

3.2.8. Identify the need for disaster recovery policies and procedures.

Outcome:  3.3. Network Security

Implement and maintain network security



Competencies

3.3.1. Describe network security policies (e.g., acceptable use policy).

3.3.2. Identify security appliances and describe the role of each in a networked environment.

3.3.3. Devise account administration functions to support network security.

3.3.4. Describe Access Control Lists (ACLs) and explain why they are used.

3.3.5. Assess risks based on vulnerability of the organization, likelihood of risk, and impact on the

organization.

3.3.6. Describe the functions and uses of patch management.

3.3.7. Train users in network security procedures.

Outcome:  3.5. Wireless Security

Implement secure wireless networks.

Competencies

3.5.1. Describe wireless security risks (e.g., unauthorized access) and how to mitigate them.

3.5.2. Compare methods of increasing the security of wireless networks and devices (e.g., Media

Access Control [MAC] address filtering, Wi-Fi Protected Access [WPA], 802.1x, Remote Authentication

Dial In User Service [RADIUS]).

3.5.3. Identify security enhancements provided by Institute of Electrical and Electronics Engineers

(IEEE).

3.5.4. Describe practices and policies for preventing and detecting installation of rogue networks.

3.5.5. Describe security practices and policies for personal devices.

3.5.6. Implement and test the security of a wireless network.

Strand 4.  Infrastructure Systems

Learners apply principles of networking and infrastructure related to the installation, administration, and

maintenance of computer networks and components. Knowledge and skills may be applied to network

connectivity, cabling, protocols, architecture, classification, topologies, operating systems, Open Systems

Interconnection (OSI) standards, data encoding, Quality of Service (QoS), Internet Protocol (IP)

addressing, and wide area network (WAN) design.

Outcome:  4.1. Network Infrastructure

Build a multinode network.

Competencies

4.1.1. Determine the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies

(e.g., star, ring, tree, mesh, hybrid) and identify broadband and baseband (e.g., Ethernet) transmission

methods and standards.

4.1.2. Explain packet switching techniques.

4.1.3. Compare the characteristics of connection-oriented and connectionless protocols and select

protocols based on given criteria.



4.1.4. Identify standard and emerging network technologies (e.g., broadband, satellite, optic, cellular,

Local-Area Network (LAN) and WiFi).

4.1.5. Describe how Unified Communication (UC) integrates voice, data, and video communications.

4.1.6. Configure and build a network.

Outcome:  4.2. Open Systems Interconnection

Describe the Open Systems Interconnection (OSI) standard (International Organization for

Standardization [ISO] Standard 7498).

Competencies

4.2.1. Identify the benefits of using a layered network model.

4.2.2. Compare Open Systems Interconnection stack positions and their relationships to one another.

4.2.3. Compare the seven layers of the Open Systems Interconnection stack to the four layers of the

Transmission Control Protocol/Internet Protocol (TCP/IP) stack.

4.2.4. Compare the basics of Transmission Control Protocol/Internet layers, components, and

functions.

4.2.5. Describe actions to be performed at each of the Open Systems Interconnection physical layers.

4.2.6. Explain how the Open Systems Interconnection layers relate to the elements of network

communication.

Outcome:  4.3. Network Media

Select, assemble, terminate, and test media.

Competencies

4.3.1. Identify the criteria used in selecting media (e.g., physical properties, transmission technologies,

transmission span, bandwidth, topology, security, noise immunity, installation considerations, cost).

4.3.2. Differentiate between media types (e.g., coaxial, twisted pair, fiber optic) and interfaces.

4.3.3. Compare media categories (e.g., single mode, multimode, CAT5, CAT5E, CAT6+).

4.3.4. Describe types of media connectors (e.g., Bayonet Neill-Concelman [BNC], Registered Jack

[RJ]-45, LC, ST) and grounding techniques.

4.3.5. Identify media standards (e.g., American National Standards Institute [ANSI], Electronic

Industries Alliance/Telecommunications Industry Association [EIA/TIA]-568, EIA/TIA-568A and 568B).

4.3.6 Identify the advantages and disadvantages of cabling systems.

4.3.7. Describe typical problems associated with cable installation.

4.3.8. Assemble and test Ethernet cable (e.g., straight-through, crossover, loopback).

Outcome:  4.4. Wireless Communications

Explain wireless communications.

Competencies



4.4.1. Compare wireless standards in common use (e.g., Institute of Electrical and Electronics Engineers

[IEEE] 802.11, Cellular, Bluetooth, Worldwide Interoperability for Microwave Access [WiMAX], Radio

Frequency Identification [RFID], Near Field Communication [NFC]).

4.4.2. Compare characteristics of wireless signals (e.g., reflection, diffraction, scattering, fading).

4.4.3. Differentiate media access methods used by wireless.

4.4.4. Describe appropriate applications of wireless technologies to specific communication scenarios.

4.4.5. Compare Radio Frequency functions and principles.

Outcome:  4.5. Wireless Network Solutions

Design and implement wireless network solutions.

Competencies

4.5.1. Compare secure wireless solutions operating in ad-hoc mode and infrastructure mode

4.5.2. Describe the frequency ranges and associated rules in the wireless spectrum as managed by the

Federal Communication Commission (FCC).

4.5.3. Describe the Service Set Identifier (SSID) as used in wireless communications.

4.5.4. Select and install access points, wireless Network Interface Cards (NICs), antennas, and other

hardware and software components to provide a wireless networking solution as determined by a site

and customer survey.

4.5.5. Troubleshoot Wireless Local Area Networks (WLANs) using system logs, vendor-provided

utilities, and diagnostic tools.

4.5.6. Secure the wireless network.

Outcome:  4.6.  Network Protocols

Compare network protocols.

Competencies

4.6.1. Explain network protocols (e.g., Transmission Control Protocol/Internet Protocol [TCP/IP], User

Datagram Protocol [UDP], Internet Protocol Version 4 [IPv4], Internet Protocol Version 6 [IPv6]).

4.6.2. Identify the advantages of protocols (e.g., Domain Name System [DNS], File Transfer Protocol

[FTP], Hypertext Transfer Protocol [HTTP], Telecommunications Network [Telnet], Remote Desktop

Protocol [RDP]], Secure Shell [SSH]) and associated port numbers.

4.6.3. Explain the purposes of encapsulation and decapsulation and their relationship to the Open

Systems Interconnection (OSI) model.

4.6.4. Explain the difference between User Datagram Protocol (UDP) and Transmission Control Protocol

(TCP).

4.6.5. Identify Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) conventional

ports (e.g., Simple Mail Transfer Protocol [SMTP], Telnet, Hypertext Transfer Protocol [HTTP], File Transfer

Protocol [FTP]).

4.6.6. Explain Transmission Control Protocol/Internet Protocol (TCP/IP) protocol details (e.g., Internet

addresses, Address Resolution Protocol [ARP], Reverse Address Resolution Protocol [RARP], IP datagram

format, routing IP datagrams, TCP segment format, IPv4, IPv6).



4.6.7. Describe a Virtual Private Network (VPN) and identify associated protocols (e.g., Layer 2

Tunneling Protocol [L2TP], Point-to-Point Tunneling Protocol [PPTP]).

4.6.8. Capture and analyze data packets.

Outcome:  4.7. Transmission Control Protocol/Internet Protocol (TCP/IP)

Describe IP addressing schemes and create subnet masks.

Competencies

4.7.1. Explain Fully Qualified Domain Names (FQDNs) and how they are used.

4.7.2. Explain the IP addressing scheme and how it is used.

4.7.3. Identify Class A, B, and C reserved (i.e., private) address ranges and why they are used.

4.7.4. Identify the class of network to which a given address belongs.

4.7.5. Differentiate between default subnet masks and custom subnet masks.

4.7.6. Explain the relationship between an IP address and its associated subnet mask.

4.7.7. Identify the differences between classful and classless addressing schemes.

4.7.8. Identify multicasting addresses and explain why they are used.

4.7.9. Create custom subnet masks to meet network design requirements.

4.7.10 Compare Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6).

Outcome:  4.8. Network Architecture

Describe network architecture.

Competencies

4.8.1. Describe media-access protocols (e.g., Carrier Sense Multiple Access with Collision Detection

[CSMA/CD], Carrier Sense Multiple Access with Collision Avoidance [CSMA/CA]).

4.8.2. Identify the components and relationships within the Institute of Electrical and Electronics

Engineers (IEEE) 802 standards.

4.8.3. Identify Local Area Network (LAN) performance factors (e.g., signal attenuation, signal

propagation delay).

4.8.4. Explain the role of the Internet Engineering Task Force (IETF) in facilitating protocol

development.

Outcome:  4.9. Network Operating Systems

Describe and install network operating systems (OSs).

Competencies

4.9.1. Explain how the components of a network operating system (i.e., server platform, network

services software, network redirection software, communications software) support network operations.

4.9.2. Identify licensing requirements.

4.9.3. Describe the characteristics of the tiered model (e.g., peer-to-peer, thin client, thick client,

cloud).

4.9.4. Analyze the advantages and disadvantages of the client/server model.



4.9.5. Select network, desktop, and mobile Operating Systems.

4.9.6. Install, test, and patch network Operating Systems manually and using automation.

4.9.7. Log in to a network device (e.g., router, Secure File Transfer Protocol [SFTP] server, directory

server).

4.9.8. Evaluate the performance of the network Operating System.

Outcome:  4.13.  Disaster Recovery

Recommend disaster recovery and business continuity plans.

Competencies

4.13.1. Differentiate between disaster recovery and business continuity.

4.13.2. Identify common backup devices.

4.13.3. Identify the criteria for selecting a backup system.

4.13.4. Establish a process for archiving files.

4.13.5. Develop a disaster recovery plan.



Network Operating Systems

Subject Code: 145040

Outcome & Competency Descriptions

Course Description:

Students will perform desktop client administrator duties by providing support for users in various work

environments including professional offices, small businesses, work groups, departments, and/or

corporate information services (IS). Students will learn to install, configure, and update commercial and

open source network operating systems.

Strand 2.  IT Fundamentals

Learners apply fundamental principles of IT, including the history of IT and its impact on society, common

industry terms, systems theory, information storage and retrieval, database management, and computer

hardware, software, and peripheral device configuration and installation. This base of knowledge and

skills may be applied across the career field.

Outcome:  2.1. Security, Risks, and Safeguards

Describe the need for security and explain security risks and security safeguards.

Competencies

2.1.1. Explain the need for confidentiality, integrity, and availability (CIA) of information.

2.1.2. Describe authentication, authorization, and auditing.

2.1.3. Describe multilevel security.

2.1.4. Identify security risks and describe associated safeguards and methodologies (e.g., auditing).

2.1.5. Describe major threats to computer systems (e.g., insider threats, viruses, worms, spyware,

ransomware, spoofing, hacking, social engineering, phishing).

2.1.6. Describe the components of the physical environment (e.g., wiring closets, server rooms) and

physical security systems.

2.1.7. Describe the need for security in networking (e.g., firewall, access controls, encryption,

demilitarized zone).

2.1.8. Describe the need for security in application development.

2.1.9. Track and catalog physical assets.

2.1.10. Describe computer forensics, its importance in information security and cybersecurity, and its

relevance to law enforcement.

2.1.11. Identify the need for personal security in digital information and describe how personal

information can be safeguarded.

2.1.12. Practice information security per job requirements.

2.1.13. Describe privacy security compliance on systems (e.g., Health Insurance Portability and

Accountability Act [HIPAA], Payment Card Industry [PCI], Sarbanes Oxley Act [SOX], Americans with

Disabilities Act [ADA], General Data Protection Regulation [GDPR], European Union Data Protection

Regulation [EUDPR]).



Outcome:  2.2. Networking Fundamentals

Apply networking fundamentals to infrastructure systems.

Competencies

2.2.1. Differentiate between Local Area Networks (LANs), Wide Area Networks (WANs), Wireless Local

Area Networks (WLANs), and Near Field Communication (NFC).

2.2.2. Select the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies (e.g.,

star, ring, tree, network, mesh, irregular) and broadband and baseband transmission methods.

2.2.3. Select network storage techniques (e.g., fiber channel, Internet Small Computer System Interface

[iSCSI], Fiber Channel over Ethernet [FCoE], Serial Attached SCSI [SAS], Network File Systems [NFS],

Network Attached Storage/Server Message Blocks [NAS/SMB]).

2.2.4. Differentiate between the Internet, intranets, and extranets.

2.2.5. Identify and apply Transmission Control Protocol and Internet Protocol (TCP/IP), Internet

Protocol Version 4 (IPv4), Internet Protocol Version 6 (IPv6) applications and services (e.g., rlogin, Simple

Mail Transfer Protocol [SMTP], Telecommunications Network [Telnet], File Transfer Protocol [FTP],

Domain Name System [DNS], Network File System [NFS], Voice over Internet Protocol [VoIP], Internet

Control Message Protocol [ICMP]).

2.2.6. Differentiate between cable types (e.g., fiber optic, twisted pair, coaxial) and interfaces.

2.2.7. Identify the top-level domains (e.g., .gov, .com, .edu).

2.2.8. Describe the characteristics and uses of networks, network devices, and components (e.g., hubs,

switches, routers, firewalls).

Outcome 2.3.  Data Encoding

Explain and describe data encoding basics.

Competencies

2.3.1. Identify and explain coding information and representation of characters (e.g., American

Standard Code for Information Interchange [ASCII], Extended Binary Coded Decimal Interchange Code

[EBCDIC], Unicode).

2.3.2. Convert between numbering systems (e.g., binary, hexadecimal, decimal).

Outcome 2.4.   Emerging Technologies

Identify trending technologies, their fundamental architecture, and their value in the marketplace.

Competencies

2.4.1. Investigate the scope and the impact of mobile computing environments on society.

2.4.2. Describe the differences, advantages, and limitations of cloud computing (e.g., public cloud,

private cloud, hybrid cloud) and on premises computing.

2.4.3. Utilize cloud computing applications (e.g., services, applications, virtual environments).

2.4.4. Describe emerging technologies (e.g., Bring your Own Device [BYOD], Services Virtualization,

Augmented Reality [AR], SMART Devices, Additive Manufacturing [3D Printing]).



Outcome:  2.10.  Equipment

Select, operate, and maintain equipment.

Competencies

2.10.1. Identify hardware platforms, configurations, and support models.

2.10.2. Identify processor, memory, storage, power and environmental requirements.

2.10.3. Identify architecture requirements.

2.10.4. Identify software application requirements.

2.10.5. Prepare and operate equipment per project design specifications.

2.10.6. Monitor equipment operation and troubleshoot issues and problems.

2.10.7. Backup, restore, test, archive, and manage data.

2.10.8. Prepare equipment for storage or decommissioning.

2.10.9. Perform routine maintenance per manufacturer specifications.

Outcome:  2.11.  Troubleshooting

Select and apply troubleshooting methodologies for problem solving.

Competencies

2.11.1. Identify the problem.

2.11.2. Select troubleshooting methodology (e.g., top down, bottom up, follow the path, spot the

differences).

2.11.3. Investigate symptoms based on the selected methodology.

2.11.4. Gather and analyze data about the problem.

2.11.5. Design a solution.

2.11.6. Test a solution.

2.11.7. Implement a solution.

2.11.8. Document the problem and the verified solution.

Outcome:  2.12.  Performance Tests and Acceptance Plans

Develop performance tests and acceptance plans.

Competencies

2.12.1. Create a written procedure agreed by the stakeholders and project team for determining the

acceptability of the project deliverables.

2.12.2. Develop a test system that accurately mimics external interfaces.

2.12.3. Develop test cases that are realistic, compare with expected performance, and include targeted

platforms and device types.

2.12.4. Develop, perform, and document usability and testing integration.

2.12.5. Make corrections indicated by test results.

2.12.6. Seek stakeholder acceptance upon successful completion of the test plan.

Outcome:  2.13.  Rollout and Handoff



Plan rollout and facilitate handoff to customers.

Competencies

2.13.1. Include overall project goals and timelines in the rollout plan.

2.13.2. Communicate rollout plans to key stakeholders in a timely manner.

2.12.3. Conduct final review and approvals according to company standards.

2.13.4. Identify support staff, training needs, and contingency plans in the rollout plan.

2.13.5. Test delivered application to assure that it is fully functional for the customer or user and meets

all requirements.

2.13.6. Deliver support and training materials.

Strand 3.  Information Security

Learners apply principles of information security to implement and maintain security compliance and

network security. Learners select components and mechanisms required for a multilayer defense

structure and evaluate and minimize security risks to wired and wireless networks and devices.

Outcome:  3.2. General Security Compliance

Implement and maintain general security compliance.

Competencies

3.2.1. Identify and implement data and application security

3.2.2. Implement backup and verification procedures (e.g., tape, disk, cloud).

3.2.3. Describe and assign permissions (e.g., read-only, read-write).

3.2.4. Provide user authentication (e.g., assign and reset user accounts and passwords).

3.2.5. Install, test, implement, and update virus and malware detection and protection software.

3.2.6. Identify sources of virus and malware infection and remove viruses and malware.

3.2.7. Provide documentation, training, and support to users on established security procedures.

3.2.8. Identify the need for disaster recovery policies and procedures.

Outcome:  3.3. Network Security

Implement and maintain network security.

Competencies

3.3.1. Describe network security policies (e.g., acceptable use policy).

3.3.2. Identify security appliances and describe the role of each in a networked environment.

3.3.3. Devise account administration functions to support network security.

3.3.4. Describe Access Control Lists (ACLs) and explain why they are used.

3.3.5. Assess risks based on vulnerability of the organization, likelihood of risk, and impact on the

organization.

3.3.6. Describe the functions and uses of patch management.

3.3.7. Train users in network security procedures.



Outcome:  3.4. Multilayer Defense Structure

Explain information technology mechanisms as they apply to a multilayer defense structure.

Competencies

3.4.1. Describe available systems for intrusion prevention, detection, and mitigation.

3.4.2. Analyze system log files to identify security risks.

3.4.3. Compare network analysis software (e.g., network analyzer) and hardware tools to identify

security risks and vulnerabilities.

3.4.4 Identify the components of human security (e.g., social engineering) and techniques to mitigate

human security threats (e.g., policies, procedures, training).

Strand 4.   Infrastructure System

Learners apply principles of networking and infrastructure related to the installation, administration, and

maintenance of computer networks and components. Knowledge and skills may be applied to network

connectivity, cabling, protocols, architecture, classification, topologies, operating systems, Open Systems

Interconnection (OSI) standards, data encoding, Quality of Service (QoS), Internet Protocol (IP)

addressing, and wide area network (WAN) design.

Outcome:  4.1. Network Infrastructure

Build a multinode network.

Competencies

4.1.1. Determine the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies

(e.g., star, ring, tree, mesh, hybrid) and identify broadband and baseband (e.g., Ethernet) transmission

methods and standards.

4.1.2. Explain packet switching techniques.

4.1.3. Compare the characteristics of connection-oriented and connectionless protocols and select

protocols based on given criteria.

4.1.4. Identify standard and emerging network technologies (e.g., broadband, satellite, optic, cellular,

Local-Area Network (LAN) and WiFi).

4.1.5. Describe how Unified Communication (UC) integrates voice, data, and video communications.

4.1.6. Configure and build a network.

Outcome:  4.2. Open Systems Interconnection

Describe the Open Systems Interconnection (OSI) standard (International Organization for

Standardization [ISO] Standard 7498).

Competencies

4.2.1. Identify the benefits of using a layered network model.

4.2.2. Compare Open Systems Interconnection stack positions and their relationships to one another.

4.2.3. Compare the seven layers of the Open Systems Interconnection stack to the four layers of the

Transmission Control Protocol/Internet Protocol (TCP/IP) stack.



4.2.4. Compare the basics of Transmission Control Protocol/Internet layers, components, and

functions.

4.2.5. Describe actions to be performed at each of the Open Systems Interconnection physical layers.

4.2.6. Explain how the Open Systems Interconnection layers relate to the elements of network

communication.

Outcome:  4.6. Network Protocols

Compare network protocols.

Competencies

4.6.1. Explain network protocols (e.g., Transmission Control Protocol/Internet Protocol [TCP/IP], User

Datagram Protocol [UDP], Internet Protocol Version 4 [IPv4], Internet Protocol Version 6 [IPv6]).

4.6.2. Identify the advantages of protocols (e.g., Domain Name System [DNS], File Transfer Protocol

[FTP], Hypertext Transfer Protocol [HTTP], Telecommunications Network [Telnet], Remote Desktop

Protocol [RDP]], Secure Shell [SSH]) and associated port numbers.

4.6.3. Explain the purposes of encapsulation and decapsulation and their relationship to the Open

Systems Interconnection (OSI) model.

4.6.4. Explain the difference between User Datagram Protocol (UDP) and Transmission Control Protocol

(TCP).

4.6.5. Identify Transmission Control Protocol (TCP)and User Datagram Protocol (UDP) conventional

ports (e.g., Simple Mail Transfer Protocol [SMTP], Telnet, Hypertext Transfer Protocol [HTTP], File Transfer

Protocol [FTP]).

4.6.6. Explain Transmission Control Protocol/Internet Protocol (TCP/IP) protocol details (e.g., Internet

addresses, Address Resolution Protocol [ARP], Reverse Address Resolution Protocol [RARP], IP datagram

format, routing IP datagrams, TCP segment format, IPv4, IPv6).

4.6.7. Describe a Virtual Private Network (VPN) and identify associated protocols (e.g., Layer 2

Tunneling Protocol [L2TP], Point-to-Point Tunneling Protocol [PPTP]).

4.6.8. Capture and analyze data packets.

Outcome:  4.7. Transmission Control Protocol/Internet Protocol (TCP/IP)

Describe IP addressing schemes and create subnet masks.

Competencies

4.7.1. Explain Fully Qualified Domain Names (FQDNs) and how they are used.

4.7.2. Explain the IP addressing scheme and how it is used.

4.7.3. Identify Class A, B, and C reserved (i.e., private) address ranges and why they are used.

4.7.4. Identify the class of network to which a given address belongs.

4.7.5. Differentiate between default subnet masks and custom subnet masks.

4.7.6. Explain the relationship between an IP address and its associated subnet mask.

4.7.7. Identify the differences between classful and classless addressing schemes.

4.7.8. Identify multicasting addresses and explain why they are used.

4.7.9. Create custom subnet masks to meet network design requirements.



4.7.10. Compare Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6).

Outcome:  4.8. Network Architecture

Describe network architecture.

Competencies

4.8.1. Describe media-access protocols (e.g., Carrier Sense Multiple Access with Collision Detection

[CSMA/CD], Carrier Sense Multiple Access with Collision Avoidance [CSMA/CA]).

4.8.2. Identify the components and relationships within the Institute of Electrical and Electronics

Engineers (IEEE) 802 standards.

4.8.3. Identify Local Area Network (LAN) performance factors (e.g., signal attenuation, signal

propagation delay).

4.8.4. Explain the role of the Internet Engineering Task Force (IETF) in facilitating protocol

development.

Outcome:  4.9. Network Operating Systems

Describe and install network operating systems (OSs).

Competencies

4.9.1. Explain how the components of a network operating system (i.e., server platform, network

services software, network redirection software, communications software) support network operations.

4.9.2. Identify licensing requirements.

4.9.3. Describe the characteristics of the tiered model (e.g., peer-to-peer, thin client, thick client,

cloud).

4.9.4. Analyze the advantages and disadvantages of the client/server model.

4.9.5. Select network, desktop, and mobile Operating Systems.

4.9.6. Install, test, and patch network Operating Systems manually and using automation.

4.9.7. Log in to a network device (e.g., router, Secure File Transfer Protocol [SFTP] server, directory

server).

4.9.8. Evaluate the performance of the network Operating System.

Outcome:  4.10.  Network Administration

Administer network operating systems and services.

Competencies

4.10.1. Select physical and logical topology.

4.10.2. Connect devices to network systems.

4.10.3. Create domain trusts.

4.10.4. Maintain domain controllers.

4.10.5. Create user accounts, groups, and login scripts.

4.10.6. Establish shared network resources.

4.10.7. Define and set access controls on files, folders, shares, and directories.



4.10.8. Configure network domain accounts and profiles.

4.10.9. Create roaming user profiles and use Group Policy Objects (GPO) to manage the user

environment.

4.10.10.  Troubleshoot network performance connectivity (e.g., performance monitor, command line

utilities).

4.10.11.  Explain the fundamentals of Quality of Service (QoS).

4.10.12.  Securely delegate standard management tasks.

Outcome:  4.13.  Disaster Recovery

Recommend disaster recovery and business continuity plans.

Competencies

4.13.1. Differentiate between disaster recovery and business continuity.

4.13.2. Identify common backup devices.

4.13.3. Identify the criteria for selecting a backup system.

4.13.4. Establish a process for archiving files.

4.13.5. Develop a disaster recovery plan.



Routing and Switching

Subject Code: 145055

Outcome & Competency Descriptions

Course Description:

Student will learn the functions, characteristics, and operations of routers and switches. Students will

learn about wireless network standards, components, and the role that routers play in enabling

communications across multiple networks. Students will troubleshoot the routing process. Students will

examine the use of Virtual Local Area Networks (VLANs) to create logically separate networks.

Strand 2.  IT Fundamentals

Learners apply fundamental principles of IT, including the history of IT and its impact on society, common

industry terms, systems theory, information storage and retrieval, database management, and computer

hardware, software, and peripheral device configuration and installation. This base of knowledge and

skills may be applied across the career field.

Outcome:  2.2. Networking Fundamentals

Apply networking fundamentals to infrastructure systems.

Competencies

2.2.1. Differentiate between Local Area Networks (LANs), Wide Area Networks (WANs), Wireless Local

Area Networks (WLANs), and Near Field Communication (NFC).

2.2.2. Select the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies (e.g.,

star, ring, tree, network, mesh, irregular) and broadband and baseband transmission methods.

2.2.3. Select network storage techniques (e.g., fiber channel, Internet Small Computer System Interface

[iSCSI], Fiber Channel over Ethernet [FCoE], Serial Attached SCSI [SAS], Network File Systems [NFS],

Network Attached Storage/Server Message Blocks [NAS/SMB]).

2.2.4. Differentiate between the Internet, intranets, and extranets.

2.2.5. Identify and apply Transmission Control Protocol and Internet Protocol (TCP/IP), Internet

Protocol Version 4 (IPv4), Internet Protocol Version 6 (IPv6) applications and services (e.g., rlogin, Simple

Mail Transfer Protocol [SMTP], Telecommunications Network [Telnet], File Transfer Protocol [FTP],

Domain Name System [DNS], Network File System [NFS], Voice over Internet Protocol [VoIP], Internet

Control Message Protocol [ICMP]).

2.2.6. Differentiate between cable types (e.g., fiber optic, twisted pair, coaxial) and interfaces.

2.2.7. Identify the top-level domains (e.g., .gov, .com, .edu).

2.2.8. Describe the characteristics and uses of networks, network devices, and components (e.g., hubs,

switches, routers, firewalls).

Outcome 2.3.    Alphanumeric Encoding

Explain and describe data encoding basics.

Competencies



2.3.1. Identify and explain coding information and representation of characters (e.g., American

Standard Code for Information Interchange [ASCII], Extended Binary Coded Decimal Interchange Code

[EBCDIC], Unicode).

2.3.2. Convert between numbering systems (e.g., binary, hexadecimal, decimal).

Outcome 2.4.  Emerging Technologies

Identify trending technologies, their fundamental architecture, and their value in the marketplace.

Competencies

2.4.1. Investigate the scope and the impact of mobile computing environments on society.

2.4.2. Describe the differences, advantages, and limitations of cloud computing (e.g., public cloud,

private cloud, hybrid cloud) and on premises computing.

2.4.3. Utilize cloud computing applications (e.g., services, applications, virtual environments).

2.4.4. Describe emerging technologies (e.g., Bring your Own Device [BYOD], Services Virtualization,

Augmented Reality [AR], SMART Devices, Additive Manufacturing [3D Printing]).

Outcome:  2.9. Project Concept Proposal

Develop a project concept proposal.

Competencies

2.9.2. Determine the scope and purpose of the project.

2.9.3. Determine the target audience, client needs, expected outcomes, objectives, and budget.

2.9.4. Develop a conceptual model and design brief for the project.

2.9.5. Develop a timeline, a communication plan, a task breakdown, costs (e.g., equipment, labor),

deliverables, and responsibilities for completion.

2.9.6. Develop and present a comprehensive proposal to stakeholders.

Outcome:  2.10.  Equipment

Select, operate, and maintain equipment.

Competencies

2.10.1. Identify hardware platforms, configurations, and support models.

2.10.2. Identify processor, memory, storage, power and environmental requirements.

2.10.3. Identify architecture requirements.

2.10.4. Identify software application requirements.

2.10.5. Prepare and operate equipment per project design specifications.

2.10.6. Monitor equipment operation and troubleshoot issues and problems.

2.10.7. Backup, restore, test, archive, and manage data.

2.10.8. Prepare equipment for storage or decommissioning.

2.10.9. Perform routine maintenance per manufacturer specifications.

Outcome:  2.11.  Troubleshooting



Select and apply troubleshooting methodologies for problem solving.

Competencies

2.11.1. Identify the problem.

2.11.2. Select troubleshooting methodology (e.g., top down, bottom up, follow the path, spot the

differences).

2.11.3. Investigate symptoms based on the selected methodology.

2.11.4. Gather and analyze data about the problem.

2.11.5. Design a solution.

2.11.6. Test a solution.

2.11.7. Implement a solution.

2.11.8. Document the problem and the verified solution.

Outcome:  2.12.  Performance Tests and Acceptance Plans

Develop performance tests and acceptance plans.

Competencies

2.12.1. Create a written procedure agreed by the stakeholders and project team for determining the

acceptability of the project deliverables.

2.12.2. Develop a test system that accurately mimics external interfaces.

2.12.3. Develop test cases that are realistic, compare with expected performance, and include targeted

platforms and device types.

2.12.4. Develop, perform, and document usability and testing integration.

2.12.5. Make corrections indicated by test results.

2.12.6. Seek stakeholder acceptance upon successful completion of the test plan.

Outcome:  2.13.  Rollout and Handoff

Plan rollout and facilitate handoff to customers.

Competencies

2.13.1. Include overall project goals and timelines in the rollout plan.

2.13.2. Communicate rollout plans to key stakeholders in a timely manner.

2.12.3. Conduct final review and approvals according to company standards.

2.13.4. Identify support staff, training needs, and contingency plans in the rollout plan.

2.13.5. Test delivered application to assure that it is fully functional for the customer or user and meets

all requirements.

2.13.6. Deliver support and training materials.

Strand 3.  Information Security

Learners apply principles of information security to implement and maintain security compliance and

network security. Learners select components and mechanisms required for a multilayer defense

structure and evaluate and minimize security risks to wired and wireless networks and devices.



Outcome:  3.1. Components of Information Security

Describe the components associated with information security systems.

Competencies

3.1.1. Differentiate between authentication and authorization.

3.1.2. Compare authentication techniques (e.g. single factor, multifactor, passwords, biometrics,

certificates, Radio Frequency Identification [RFID] cards).

3.1.3. Compare methods of achieving information assurance and integrity and confidentiality (e.g.

digital signatures, digital certifications, hashing algorithms, encryption).

3.1.4. Describe Virtual Private Networks (VPNs) using tunneling protocols (e.g., Layer 2 Tunneling

Protocol [L2TP], Secure Socket Tunneling Protocol [SSTP], Point-to-Point Tunneling Protocol [PPTP]) and

encrypting techniques).

3.1.5. Discuss the role of certificate authorities (CAs) and Public Key Infrastructure (PKI).

Outcome:  3.3. Network Security

Implement and maintain network security.

Competencies

3.3.1. Describe network security policies (e.g., acceptable use policy).

3.3.2. Identify security appliances and describe the role of each in a networked environment.

3.3.3. Devise account administration functions to support network security.

3.3.4. Describe Access Control Lists (ACLs) and explain why they are used.

3.3.5. Assess risks based on vulnerability of the organization, likelihood of risk, and impact on the

organization.

3.3.6. Describe the functions and uses of patch management.

3.3.7. Train users in network security procedures.

Outcome:  3.4. Multilayer Defense Structure

Explain information technology mechanisms as they apply to a multilayer defense structure.

Competencies

3.4.1. Describe available systems for intrusion prevention, detection, and mitigation.

3.4.2. Analyze system log files to identify security risks.

3.4.3. Compare network analysis software (e.g., network analyzer) and hardware tools to identify

security risks and vulnerabilities.

3.4.4 Identify the components of human security (e.g., social engineering) and techniques to mitigate

human security threats (e.g., policies, procedures, training).

Outcome:  3.5. Wireless Security

Implement secure wireless networks.



Competencies

3.5.1. Describe wireless security risks (e.g., unauthorized access) and how to mitigate them.

3.5.2. Compare methods of increasing the security of wireless networks and devices (e.g., Media

Access Control [MAC] address filtering, Wi-Fi Protected Access [WPA], 802.1x, Remote Authentication

Dial In User Service [RADIUS]).

3.5.3. Identify security enhancements provided by Institute of Electrical and Electronics Engineers

(IEEE).

3.5.4. Describe practices and policies for preventing and detecting installation of rogue networks.

3.5.5. Describe security practices and policies for personal devices.

3.5.6. Implement and test the security of a wireless network.

Strand 4.   Infrastructure Systems

Learners apply principles of networking and infrastructure related to the installation, administration, and

maintenance of computer networks and components. Knowledge and skills may be applied to network

connectivity, cabling, protocols, architecture, classification, topologies, operating systems, Open Systems

Interconnection (OSI) standards, data encoding, Quality of Service (QoS), Internet Protocol (IP)

addressing, and wide area network (WAN) design.

Outcome:  4.1. Network Infrastructure

Build a multinode network.

Competencies

4.1.1. Determine the basic point-to-point (PTP) and point-to-multipoint (PTMP) network topologies

(e.g., star, ring, tree, mesh, hybrid) and identify broadband and baseband (e.g., Ethernet) transmission

methods and standards.

4.1.2. Explain packet switching techniques.

4.1.3. Compare the characteristics of connection-oriented and connectionless protocols and select

protocols based on given criteria.

4.1.4. Identify standard and emerging network technologies (e.g., broadband, satellite, optic, cellular,

Local-Area Network (LAN) and WiFi).

4.1.5. Describe how Unified Communication (UC) integrates voice, data, and video communications.

4.1.6. Configure and build a network (e.g., server, switch, router).

Outcome:  4.2. Open Systems Interconnection

Describe the Open Systems Interconnection (OSI) standard (International Organization for

Standardization [ISO] Standard 7498).

Competencies

4.2.1. Identify the benefits of using a layered network model.

4.2.2. Compare Open Systems Interconnection stack positions and their relationships to one another.

4.2.3. Compare the seven layers of the Open Systems Interconnection stack to the four layers of the

Transmission Control Protocol/Internet Protocol (TCP/IP) stack.



4.2.4. Compare the basics of Transmission Control Protocol/Internet layers, components, and

functions.

4.2.5. Describe actions to be performed at each of the Open Systems Interconnection layers.

4.2.6. Explain how the Open Systems Interconnection layers relate to the elements of network

communication.

Outcome:  4.3. Network Media

Select, assemble, terminate, and test media.

Competencies

4.3.1. Identify the criteria used in selecting media (e.g., physical properties, transmission technologies,

transmission span, bandwidth, topology, security, noise immunity, installation considerations, cost).

4.3.2. Differentiate between media types (e.g., coaxial, twisted pair, fiber optic) and interfaces.

4.3.3. Compare media categories (e.g., single mode, multimode, CAT5, CAT5E, CAT6+).

4.3.4. Describe types of media connectors (e.g., Bayonet Neill-Concelman [BNC], Registered Jack

[RJ]-45, LC, ST) and grounding techniques.

4.3.5. Identify media standards (e.g., American National Standards Institute [ANSI], Electronic

Industries Alliance/Telecommunications Industry Association [EIA/TIA]-568, EIA/TIA-568A and 568B).

4.3.6. Identify the advantages and disadvantages of cabling systems.

4.3.7. Describe typical problems associated with cable installation.

4.3.8. Assemble and test Ethernet cable (e.g., straight-through, crossover, loopback).

Outcome:  4.4. Wireless Communications

Explain wireless communications.

Competencies

4.4.1. Compare wireless standards in common use (e.g., Institute of Electrical and Electronics Engineers

[IEEE] 802.11, Cellular, Bluetooth, Worldwide Interoperability for Microwave Access [WiMAX], Radio

Frequency Identification [RFID], Near Field Communication [NFC]).

4.4.2. Compare characteristics of wireless signals (e.g., reflection, diffraction, scattering, fading).

4.4.3. Differentiate media access methods used by wireless.

4.4.4. Describe appropriate applications of wireless technologies to specific communication scenarios.

4.4.5. Compare Radio Frequency functions and principles.

Outcome:  4.5. Wireless Network Solutions

Design and implement wireless network solutions.

Competencies

4.5.1. Compare secure wireless solutions operating in ad-hoc mode and infrastructure mode

4.5.2. Describe the frequency ranges and associated rules in the wireless spectrum as managed by the

Federal Communication Commission (FCC).

4.5.3. Describe the Service Set Identifier (SSID) as used in wireless communications.



4.5.4. Select and install access points, wireless Network Interface Cards (NICs), antennas, and other

hardware and software components to provide a wireless networking solution as determined by a site

and customer survey.

4.5.5. Troubleshoot Wireless Local Area Networks (WLANs) using system logs, vendor-provided

utilities, and diagnostic tools.

4.5.6. Secure the wireless network.

Outcome:  4.6.  Network Protocols

Compare network protocols.

Competencies

4.6.1. Explain network protocols (e.g., Transmission Control Protocol/Internet Protocol [TCP/IP], User

Datagram Protocol [UDP], Internet Protocol Version 4 [IPv4], Internet Protocol Version 6 [IPv6]).

4.6.2. Identify the advantages of protocols (e.g., Domain Name System [DNS], File Transfer Protocol

[FTP], Hypertext Transfer Protocol [HTTP], Telecommunications Network [Telnet], Remote Desktop

Protocol [RDP]], Secure Shell [SSH]) and associated port numbers.

4.6.3. Explain the purposes of encapsulation and decapsulation and their relationship to the Open

Systems Interconnection (OSI) model.

4.6.4. Explain the difference between User Datagram Protocol (UDP) and Transmission Control Protocol

(TCP).

4.6.5. Identify Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) conventional

ports (e.g., Simple Mail Transfer Protocol [SMTP], Telnet, Hypertext Transfer Protocol [HTTP], File Transfer

Protocol [FTP]).

4.6.6. Explain Transmission Control Protocol/Internet Protocol (TCP/IP) protocol details (e.g., Internet

addresses, Address Resolution Protocol [ARP], Reverse Address Resolution Protocol [RARP], IP datagram

format, routing IP datagrams, TCP segment format, IPv4, IPv6).

4.6.7. Describe a Virtual Private Network (VPN) and identify associated protocols (e.g., Layer 2

Tunneling Protocol [L2TP], Point-to-Point Tunneling Protocol [PPTP]).

4.6.8. Capture and analyze data packets.

Outcome:  4.7. Transmission Control Protocol/Internet Protocol (TCP/IP)

Describe IP addressing schemes and create subnet masks.

Competencies

4.7.1. Explain Fully Qualified Domain Names (FQDNs) and how they are used.

4.7.2. Explain the IP addressing scheme and how it is used.

4.7.3. Identify Class A, B, and C reserved (i.e., private) address ranges and why they are used.

4.7.4. Identify the class of network to which a given address belongs.

4.7.5. Differentiate between default subnet masks and custom subnet masks.

4.7.6. Explain the relationship between an IP address and its associated subnet mask.

4.7.7. Identify the differences between classful and classless addressing schemes.

4.7.8. Identify multicasting addresses and explain why they are used.



4.7.9. Create custom subnet masks to meet network design requirements.

4.7.10. Compare Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6).

Outcome:  4.8. Network Architecture

Describe network architecture.

Competencies

4.8.1. Describe media-access protocols (e.g., Carrier Sense Multiple Access with Collision Detection

[CSMA/CD], Carrier Sense Multiple Access with Collision Avoidance [CSMA/CA]).

4.8.2. Identify the components and relationships within the Institute of Electrical and Electronics

Engineers (IEEE) 802 standards.

4.8.3. Identify Local Area Network (LAN) performance factors (e.g., signal attenuation, signal

propagation delay).

4.8.4. Explain the role of the Internet Engineering Task Force (IETF) in facilitating protocol

development.

4.8.5 Implement and maintain Virtual Local Area Networks (VLANs).

Outcome:  4.10.  Network Administration

Administer network operating systems and services.

Competencies

4.10.1. Select physical and logical topology.

4.10.2. Connect devices to network systems.

4.10.3. Create domain trusts.

4.10.4. Maintain domain controllers.

4.10.5. Create user accounts, groups, and login scripts.

4.10.6. Establish shared network resources.

4.10.7. Define and set access controls on files, folders, shares, and directories.

4.10.8. Configure network domain accounts and profiles.

4.10.9. Create roaming user profiles and use Group Policy Objects (GPO) to manage the user

environment.

4.10.10.   Troubleshoot network performance connectivity (e.g., performance monitor, command line

utilities).

4.10.11.  Explain the fundamentals of Quality of Service (QoS).

4.10.12.  Securely delegate standard management tasks.

Outcome:  4.12.  Wide Area Network

Design a wide area network (WAN).

Competencies

4.12.1. Select WAN connections (e.g., satellite, broadband, lease line, cellular, Multiprotocol Label

Switching [MPLS], SD-WAN, Asynchronous Transfer Mode [ATM]).



4.12.2. Describe point-to-point (PTP) and point-to-multipoint (PTMP) interconnection.

4.12.3. Evaluate and select basic telecommunications services (e.g., satellite, circuit switching, wireless,

packet switching) and carriers for WAN requirements.

4.12.4. Identify advantages to a software defined WAN (SD-WAN).

4.12.5. Determine availability from Local Area Network (LAN) to meet WAN requirements.

4.12.6. Determine the speed needed between sites to access applications.

4.12.7. Determine the subnets needed on the WAN (e.g., Variable Length Subnet Masking [VLSM]).

4.12.8. Evaluate and select transmission options.

4.12.9. Evaluate and select routing protocols (e.g., Border Gateway Routing Protocol [BGRP], Open

Shortest Path First [OSPF], Routing Information Protocol Version 2 [RIPv2]).

4.12.10 Implement and maintain routing tables (e.g., static, default and dynamic routes).

4.12.11 Implement and maintain Network Address Translation (NAT) and Port Address Translation (PAT).

Outcome:  4.13.  Disaster Recovery

Recommend disaster recovery and business continuity plans.

Competencies

4.13.1. Differentiate between disaster recovery and business continuity.

4.13.2. Identify common backup devices.

4.13.3. Identify the criteria for selecting a backup system.

4.13.4. Establish a process for archiving files.

4.13.5. Develop a disaster recovery plan.

 



Information Technology Capstone

Subject Code:  145015

Course Description

The capstone course provides opportunities for students to apply knowledge, attitudes and skills that

were learned in the Information Technology program in a more comprehensive and authentic way.

Capstones often include project/problem based learning opportunities that occur both in and away from

school.  Under supervision of the school and through community partnerships, students may combine

classroom learning with work experience.  This course can be delivered through a variety of delivery

methods including cooperative education or apprenticeship.

 



PUPIL ASSESSMENT PROCEDURES

PORTAGE LAKES JOINT VOCATIONAL SCHOOL DISTRICT

In order to measure the progress of each student in the program and to measure the effectiveness of the

total program, student evaluation procedures will include, but not be limited to, the following:

• quizzes

• tests

• daily participation

• daily attendance

• lab projects

• lab performance

• care of equipment

• portfolios

• oral presentations

• conduct and initiative

Measurement of learning will be an ongoing process with emphasis on laboratory activities and

competency attainment.  Student assessment will be translated into appropriate grades by the teacher.

Assessment will be consistent with the school’s grading system and district policies.



GRADING SYSTEM

For the purpose of averaging grades the following numerical values are substituted for grades: A = 4.00,

B = 3.00, C = 2.00, D = 1.00, F = 0. The points should be added and total divided by the number of grades

given. The number is then converted back to a letter grade using the following scale:

Point Value Scale Point Range Percent Range

A = 4.0 Points 3.31-4.00 90-100

B = 3.0 Points 2.31-3.30 80-89

C = 2.0 Points 1.31-2.30 70-79

D = 1.0 Points 0.51-1.30 60-69

F = 0 Points 0.00-0.50 0-59

A student must have two passing nine week grades, one of which must be the second semester, in order

to pass a full year course. Failure to complete the requirements of a course may result in a final grade of

“F” – regardless of previous grades.

Students who receive an “incomplete” during any grading period have two weeks to complete the work

necessary to earn a letter grade. Work not done in this time frame will result in an “F” for the incomplete

assignments. A final grade will be calculated using all grades earned during the grading period, including

Fs for incomplete work.

Grades students receive may be enhanced or reduced based on their attitude, daily performance, and

accomplishments as specified in the Career Center’s Board of Education policy.

If a senior is in danger of failing quarter 1 of their CTE courses, a meeting will be scheduled with the

student’s teachers, counselor, and home school counselor.  If they do not pass quarter 1 and are in

danger of failing quarter 2, they may be considered for dismissal from their program and return to their

respective partner school.



Classroom Management, Policies, and Procedures

To ensure that we maintain a safe and productive learning environment below are several
guidelines and policies to follow while in the Cyber Academy. Any violation will be subject to
consequences.

• Entering the classroom

o Take your assigned seat and check the board for any important
announcements or directions.

o Sign into your workstation, log into Google classroom to look for any
announcements, and then check your PLCC email.

• Attendance

o If you arrive tardy after the bell has rung you will get one verbal warning per 9
weeks. After that you will be disciplined according to school guidelines.

o If you are absent, excused or unexcused, you are still expected to know what
work is expected and have it in on time unless previously discussed with
instructor.

• Seating

o We will change seats roughly every 2 weeks. This will get you in the habit of
being able to work from anywhere. This also allows/encourages you to work with
people you have never met before. Teamwork makes the dreamwork.

o The front half of the room is for Curriculum, Tests, Labs, etc. There are to be no
games, videos, or cell phones out in the front half of the room.

o The back half is for those that have all of their work completed. Once you have
everything up to date you may have your phone out, work on extra equipment, etc.
in the back half of the room and leave the front half from being distracted.

• Assignments

o All assignments and classroom material will be available online and expected
to be turned in ON-TIME. Exceptions to the deadline will be handled on a case by
case basis if previously discussed with instructor.

o Any late assignment will be counted as a 0.



o Packet Tracer is available online to install on a home PC to complete any lab
work.

o If the absence is extended we may also leverage, meet, webex or teams and
allow you to participate in class remotely.

o If you do not have a PC at home and are getting behind in your labs, one may
be borrowed. There should be no exceptions or reasons for late assignments.

o Cisco based assignments will be completed and turned within netacad

o Cisco labs will need to be turned in the [lastname]_[labnumber].pka file,
[lastname]_[labnumber]..txt, and screenshot showing completion and your name
in the screenshot, saved as a .png [lastname]_[labnumber].png. For physical
equipment configurations, a copy of the configs with your name in the banner will
be required.

o Any additional computer-based assignments will be turning in via Google
classroom.

o Physical paper assignments will be turned into me directly.

• Leaving class

o If you need to go to the restroom or somewhere else within the building please
try to time appropriately and notify me where you are going. If someone is
already out, you will need to wait until he/she returns.

• Dress code

o Monday-Thursday, your uniform or PLCC branded clothing will be required.
Bottoms must be professional, something you would wear to an office setting.
(no pajama pants, gym shorts, etc.) Friday is for fashion.

• Tools/supplies

o You will be provided a thumb drive at the start of your Junior year. Please make
sure to bring this with you each day. If you lose it you will be required to replace it
yourself.

• Checking out tools/books/resources.

o If you would like to borrow something from class and we have enough to do so,
please ask and we will sign it out on the sheet.



o Return the item to me and make sure or you will be held responsible for
replacement of the item.

• Exiting class

o Keep an eye on the time. When there is 15 minutes left in class we will start to
wrap things up.

o Save your work and close any applications you have open.

o Wipe down the keyboard, mouse, and desk.

o Save your configs and wipe/reload all physical equipment if utilized in lab.

• Cell phones/games

o Please have cell phones on vibrate

o Cell phones, and unrelated videos or games may only be taken out when all
work is completed and only in the back of the room.

o Any violation may result in your phone being placed into phone jail for the
duration of class.

• General Classroom Rules and Expectations

o Respect – this goes for the teacher, other students, equipment, and yourself.

o Come prepared- read ahead and know what to expect.

o Be safe – understand and follow all safety procedures and guidelines.

o Participate- Ask questions, provide examples, answer questions, be ready to be
called on.

o No sleeping- If you don’t feel well, go home or to the nurse’s office. If you’re
tired, go to bed earlier.

o Help each other – If you can offer help, do it. If you need help, ask.

o No food or drink over your pod- no greasy keyboards, if you eat something
please clean your hands. Please drink over the carpet and keep your drink in your
bag when not imbibing.

o Good hygiene- do your best to come unscented, clean, and well rested.



o Learn – From others, mistakes, and your surroundings and time in class.

o Cleanup after yourself. Be sure to throw away any trash or debris you may or
may not be responsible for.

• Material (provided in digital format)

o IT Essentials Course Booklet v7 7th Edition

o Introduction to Networks Course Booklet (CCNAv7)

o Switching, Routing, and Wireless Essentials Course Booklet (CCNAv7)

o Enterprise Networking, Security, and Automation Course Booklet (CCNAv7)

• Equipment specific rules

o Do not lift heavy objects (routers, servers, UPS) alone

o Secure all rack equipment in rack appropriately

o Do not open case with power applied

o Use appropriate tools for the appropriate job

• Blood and bodily fluid procedures

o If it’s wet and not yours, don’t touch it

o Determine nature of fluid for reporting (Vomit, blood, feces, urine)

o Wear gloves if handling of injured or contaminated surfaces is required

o Any soiled items must be placed in “BIOHAZARD” bag and disposed of
properly

• General Safety rules

o No running, wrestling, or horseplay

o Do not work on any equipment that is still plugged in

o Be aware and report anything out of the ordinary

o No food or drink over the pods

o Know the location and usage for emergency equipment in the lab



o Keep your area clean and clear of hazards

o Do not touch sharp or hot objects with bare hands

o Use a ladder (not a chair) if needed, and follow manufacturers instruction

• Consequences

o 1st offense – verbal warning/loss of points

o 2nd offense – call with guardians/detention

o 3rd offense – school’s discretion



POTENTIAL FOR INDUSTRY RECOGNIZED CREDENTIALS AND COLLEGE CREDITS

CREDENTIALS:
*CCNA - 12 points (potential)
*CompTIA A+ - 6 points
*CompTIA Network + - 6 points
*Google IT Support Professional - 4 points

TOTAL POTENTIAL = 18 POINTS*

*Point values are assigned according to the current ODE approved credential list for Information

Technology.

COLLEGE CREDITS:

College credits are offered through the Ohio Department of Higher Education Career Technical Assurance

Guides (CTAGs) program.

CTAG credit is contingent upon receiving specific grades in qualifying courses and specific scores on

qualifying course webXams.

Verification forms to submit for credit upon course completion can be found here.  Please remember

these credits can only be applied at Ohio public 2 and 4 year colleges who offer a similar corresponding

class.

The following courses can apply for CTAG credit from Cyber Academy:

Computer Hardware - 145025

● CTIT014 PC Operating System, Hardware Operation and Maintenance/A+

● Computer Software (145030)

● "C" or higher in course and 60 or higher on WebXam AND

● Computer Hardware (145025)

● "C" or higher in course and 55 or higher on WebXam OR

● CompTIA A+ Certification

● 3 hours

Computer Software - 145030

● CTIT005 Introduction to Desktop Operating Systems

● "C" or better in course and 60 or above on WebXam

● 3 hours

Networking - 145035

https://education.ohio.gov/Topics/Ohio-s-Graduation-Requirements/Industry-Recognized-Credentials/Industry-Recognized-Credentials-by-Career-Field
https://education.ohio.gov/Topics/Ohio-s-Graduation-Requirements/Industry-Recognized-Credentials/Industry-Recognized-Credentials-by-Career-Field
https://www.ohiohighered.org/transfer/ct2/earning-college-credit
https://www.ohiohighered.org/transfer/ct2/earning-college-credit
https://www.ohiohighered.org/transfer/ct2/how-to-access-ct2-credit


● CTIT002 Networking/CompTIA Network + OR

● CCNA OR

● Proctored Cisco I and II Semester Tests

● 3 hours

Network Operating Systems 145040

● CTIT011 Microsoft Windows Desktop Operating System

● Course 1: Computer Software (145030)

● "C" or higher in course and 60 or higher on WebXam AND

● Course 2: Network Operating Systems (145040)

● "C" or higher in course and 55 or higher on WebXam

● 3 hours

Additional potential credits available:

● CTIT013 Microsoft Server Administration

● "C" or higher in course and 55 or higher on WebXam OR

● CTIT016 Linux (must pick one or the other)

● "C" or higher in course and 55 or higher on WebXam

● 3 hours

With CCNA or completion of Cisco curriculum

● CTIT017 Cisco I: CCNA 7 – Introduction to Networks with

● 3-4 hours

● CTIT018 Cisco II: CCNA 7 – Switching, Routing, and Wireless Essentials (SRWE)

● 3-4 hours

● CTIT019 Cisco III: CCNA 7 – Enterprise Networking, Security, and Automation (ENSA)

● 3-4 hours

TOTAL POTENTIAL = 15 to 24 CREDIT HOURS

Portage Lakes Career Career Center also has numerous articulation agreements with various colleges and universities.  Please see the Assistant

Superintendent for further information.


